一则因为ROUTER　ID冲突引起的故障实例：

一、配置：

[RTB]

[RTB]dis cur

  Now create configuration...

  Current configuration

  !

    version 1.74

    local-user admin service-type administrator password simple admin

    sysname RTB

    router id 8.8.8.8

    ipx enable

    undo icmp redirect send

    info-center console

    info-center console debugging

    firewall enable

    aaa-enable

    aaa accounting-scheme optional

  !

  interface Aux0 

    async mode flow

    link-protocol ppp

  !

  interface Ethernet0 

    arp-proxy enable 

    ip address 192.168.11.12 255.255.255.0

    ip address 192.168.10.13 255.255.255.0 sub

  !

  interface Serial0 

    clock DTECLK1

    link-protocol ppp

    ip address 2.2.2.2 255.255.255.252

  !

  interface Serial1 

    link-protocol fr

  !

  interface LoopBack1 

    ip address 172.16.1.254 255.255.255.0

  !

  interface LoopBack2 

    ip address 172.16.2.254 255.255.255.0

  !

  interface LoopBack3 

    ip address 172.16.3.254 255.255.255.0

  !

  interface LoopBack10 

    ip address 8.8.8.8 255.255.255.255

  !

  return

[RTB]int l 10  

[RTB-LoopBack10]ip add 7.7.7.7 32

[RTB-LoopBack10]quit

[RTB]router id 7.7.7.7

[RTB]ospf enable 

  Start OSPF task...

  OSPF enabled

[RTB-ospf]qui

[RTB]int s0

[RTB-Serial0]ospf enable area 0

[RTB-Serial0]quit
二、故障现象：

ospf peer 不能建立，ping对端地址不通；

端口重启仍不通。

用dis ospf error 发现“28: HELLO: router id confusion”。

[RTB]dis ospf peer

  Interface: 2.2.2.2         Area: 0.0.0.0        

      Neighbors:    

  RouterID: Unknown         Address: 2.2.2.1        

        State: Down  Mode: None    Priority: 0

        DR: None(ID)    None(IP)

        BDR: None(ID)    None(IP)

        Last Hello: 11:14:15  Last Exchange: 0

        Last Hello: 11:14:15  Last Exchange: 0

[RTB]dis  ospf

 RouterID: 7.7.7.7

 Routing selection preference: Inter/Intra: 10 External: 150

 Default ASE parameters: Metric: 1 Tag: 1 Type: 2

 SPF computation count: 1

 Area 0.0.0.0:

   Flags: <>  SPF scheduled: <>

   Interface: 2.2.2.2 (Serial0) --> 2.2.2.1

     Cost: 1562 State: P To P    Type: PointToPoint

     Priority: 1

        Authentication: none

     Timers: Hello: 10  Poll: 0  Dead: 40  Retrans: 5  Transmit Delay: 1

   AS Border Routes:

   Area Border Routes:

[RTB]dis ospf rout

AS Border Routes:

Router          Cost  AdvRouter       NextHop(s)

Area Border Routes:

Router          Cost  AdvRouter       NextHop(s)

Networks:

Destination        Area            Cost  Type NextHop         AdvRouter

2.2.2.0/30         0.0.0.0         1562 Stub 2.2.2.1         7.7.7.7        

Total nets: 1

  Intra Area: 1  Inter Area: 0  ASE: 0

 [RTB]ping 1.1.1.1

  PING 1.1.1.1: 56  data bytes, press CTRL_C to break

  --- 1.1.1.1 ping statistics ---

    1 packets transmitted

    0 packets received

    100.00% packet loss

[RTB]dis ip routing

Routing Tables:

  Destination/Mask  Proto   Pref     Metric     Nexthop    Interface

        2.2.2.0/30  Direct    0         0          2.2.2.1 Serial0             

        2.2.2.1/32  Direct    0         0          2.2.2.1 Serial0             

        2.2.2.2/32  Direct    0         0        127.0.0.1 LoopBack0           

        7.7.7.7/32  Direct    0         0        127.0.0.1 LoopBack0           

      127.0.0.0/8   Direct    0         0        127.0.0.1 LoopBack0           

      127.0.0.1/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.1.0/24  Direct    0         0     172.16.1.254 LoopBack1           

   172.16.1.254/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.2.0/24  Direct    0         0     172.16.2.254 LoopBack2           

   172.16.2.254/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.3.0/24  Direct    0         0     172.16.3.254 LoopBack3           

   172.16.3.254/32  Direct    0         0        127.0.0.1 LoopBack0           

   192.168.10.0/24  Direct    0         0    192.168.10.13 Ethernet0           

  192.168.10.13/32  Direct    0         0        127.0.0.1 LoopBack0           

   192.168.11.0/24  Direct    0         0    192.168.11.12 Ethernet0           

  192.168.11.12/32  Direct    0         0        127.0.0.1 LoopBack0           

 [RTB]int s0

[RTB-Serial0]shutdown

% Interface Serial0 is down

[RTB-Serial0]

%19:31:58: Interface Serial0 is DOWN

%19:31:58: Line protocol ip on the interface Serial0 is DOWN

 [RTB-Serial0]undo shutdown

% Interface Serial0 is reset

 [RTB-Serial0]

%19:32:22: Interface Serial0 is UP

%19:32:22: Line protocol ip on the interface Serial0 is UP

 [RTB-Serial0]dis ospf peer

  Interface: 2.2.2.2         Area: 0.0.0.0        

      Neighbors:    

  RouterID: Unknown         Address: 2.2.2.1        

        State: Down  Mode: None    Priority: 0

        DR: None(ID)    None(IP)

        BDR: None(ID)    None(IP)

        Last Hello: 11:16:26  Last Exchange: 0

[RTB-Serial0]dis ospf error

 OSPF packet error statistics:

   2: IP: bad destination                  0: IP: bad protocol                

   0: IP: received my own packet           0: OSPF: bad packet type           

   0: OSPF: bad version                    0: OSPF: bad checksum              

   0: OSPF: not on same network            0: OSPF: area mismatch             

   0: OSPF: bad virtual link               0: OSPF: bad authentication type   

   0: OSPF: bad authentication key         0: OSPF: packet too small          

   0: OSPF: packet size > ip length        0: OSPF: transmit error            

   0: OSPF: interface down                 0: OSPF: unknown peer              

   0: HELLO: netmask mismatch              0: HELLO: hello timer mismatch     

   0: HELLO: dead timer mismatch           0: HELLO: extern option mismatch   

  28: HELLO: router id confusion           0: HELLO: virtual peer unknown     

   0: HELLO: NBMA peer unknown             0: DD: peer state low              

   0: DD: router id confusion              0: DD: extern option mismatch      

   0: DD: unknown LSA type                 0: LS ACK: peer state low          

   0: LS ACK: bad ack                      0: LS ACK: duplicate ack           

   0: LS ACK: unknown LSA type             0: LS REQ: peer state low          

   0: LS REQ: empty request                0: LS REQ: bad request             

   0: LS UPD: peer state low               0: LS UPD: newer self-gen LSA      

   0: LS UPD: LSA checksum bad             0: LS UPD: received less recent LSA

   0: LS UPD: unknown LSA type          

三、故障可能原因：

根据以上现象，可以确定故障原因为本端与对端的ROUTER　ID冲突。

四、故障排除：

登录对端RTA，比较ROUTER　ID配置，果然与RTB一致。

在RTB上重新定义ROUTER　ID后故障排除。Ospf peer 能够正确建立，并能正常交换路由信息。

[RTB-Serial0]
 [RTB]undo ospf enable

  Terminate OSPF task... 

  OSPF disabled

[RTB]int　loopback　 10

[RTB-LoopBack10]ip address 6.6.6.6 32

[RTB-LoopBack10]quit

[RTB]router id 6.6.6.6

[RTB]ospf

  Not enabled yet

[RTB]ospf en

  Start OSPF task...

  OSPF enabled

[RTB-ospf]quit

[RTB]int s0

[RTB-Serial0]ospf enable area 0

[RTB-Serial0]dis cur

  Now create configuration...

  Current configuration

  !

    version 1.74

    local-user admin service-type administrator password simple admin

    local-user hfjh service-type ppp password simple hfjh

    sysname RTB

    router id 6.6.6.6

    ipx enable

    undo icmp redirect send

    info-center console

    info-center console debugging

    firewall enable

    aaa-enable

    aaa accounting-scheme optional

  !

  interface Aux0 

    async mode flow

    link-protocol ppp

  !

  interface Ethernet0 

    arp-proxy enable 

    ip address 192.168.11.12 255.255.255.0

    ip address 192.168.10.13 255.255.255.0 sub

  !

  interface Serial0 

    clock DTECLK1

    link-protocol ppp

    ip address 2.2.2.2 255.255.255.252

    ospf enable area 0.0.0.0

  !

  interface Serial1 

    link-protocol fr

  !

  interface LoopBack1 

    ip address 172.16.1.254 255.255.255.0

  !

  interface LoopBack2 

    ip address 172.16.2.254 255.255.255.0

  !

  interface LoopBack3 

    ip address 172.16.3.254 255.255.255.0

  !

  interface LoopBack10 

    ip address 6.6.6.6 255.255.255.255

  !

  quit

  ospf enable

  !                                       

  quit

  !

  return

[RTB-Serial0]dis ospf peer

  Interface: 2.2.2.2         Area: 0.0.0.0        

      Neighbors:    

  RouterID: 7.7.7.7         Address: 2.2.2.1        

        State: Full  Mode: Hold    Priority: 1

        DR: None(ID)    None(IP)

        BDR: None(ID)    None(IP)

        Last Hello: 11:19:52  Last Exchange: 11:19:47

        Retrans list:

          Type: Router  6.6.6.6 6.6.6.6

[RTB-Serial0]
[RTB-Serial0]dis ip routing

Routing Tables:

  Destination/Mask  Proto   Pref     Metric     Nexthop    Interface

        1.1.1.0/30    OSPF   10      1610          2.2.2.1 Serial0             

        2.2.2.0/30  Direct    0         0          2.2.2.1 Serial0             

        2.2.2.1/32  Direct    0         0          2.2.2.1 Serial0             

        2.2.2.2/32  Direct    0         0        127.0.0.1 LoopBack0           

        6.6.6.6/32  Direct    0         0        127.0.0.1 LoopBack0           

      127.0.0.0/8   Direct    0         0        127.0.0.1 LoopBack0           

      127.0.0.1/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.1.0/24  Direct    0         0     172.16.1.254 LoopBack1           

   172.16.1.254/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.2.0/24  Direct    0         0     172.16.2.254 LoopBack2           

   172.16.2.254/32  Direct    0         0        127.0.0.1 LoopBack0           

     172.16.3.0/24  Direct    0         0     172.16.3.254 LoopBack3           

   172.16.3.254/32  Direct    0         0        127.0.0.1 LoopBack0           

   192.168.10.0/24  Direct    0         0    192.168.10.13 Ethernet0           

  192.168.10.13/32  Direct    0         0        127.0.0.1 LoopBack0           

   192.168.11.0/24  Direct    0         0    192.168.11.12 Ethernet0           

  192.168.11.12/32  Direct    0         0        127.0.0.1 LoopBack0           

[RTB-Serial0]
五、故障总结：

Router id 是每台路由器在自治系统中的唯一标识，是OSPF协议能够正常运行的前提条件。

所以在配置Router id 时要注意不能有任何两台路由器的Router id件完全相同的。

